Assignment: Current Security Threats
Cyber Threats

1. Ransomware- Malicious software that encrypts your data and demands payment for the decryption key.

Impact-Can lock you out of your files and systems, causing significant disruption.

Targets- Individuals, businesses, and government entities.

Mitigation- Regular backups, up-to-date antivirus software, and avoiding suspicious links or downloads.

2. Viruses/Worms/Trojan Horses- Malicious programs that can replicate themselves (viruses and worms) or disguise legitimate software (Trojan horses).

Impact-Can corrupt files, steal data, or give unauthorized access to your system.

Targets- Any computer or network.

Mitigation- Use reliable antivirus software, keep your system updated, and avoid downloading from untrusted sources.

3. Hacking- Unauthorized access to computer systems or networks.

Impact- Data theft, system damage, and privacy breaches.

Targets- Any system with vulnerabilities.

Mitigation- Strong, unique passwords, two-factor authentication, and regular security audits.

4. Social Engineering (Phishing)- Manipulative tactics to trick individuals into revealing sensitive information.

Impact- Identity theft, financial loss, and unauthorized access.

Targets- Individuals and employees within organizations.

Mitigation- Awareness training, email filtering, and verifying the authenticity of requests.

E-commerce Threats

1. Credit Card Fraud- Unauthorized use of credit card information for fraudulent transactions.

Impact- Financial loss and damage to credit score.

Targets- Online shoppers and e-commerce businesses.

Mitigation- Secure payment gateways, encryption, and monitoring for suspicious activity.

2. Physical Data Theft (Card Skimmers, Card Theft, Fake Credit Cards)- Theft of physical credit card information using devices like skimmers or through direct theft.

Impact- Financial loss and identity theft.

Targets- Cardholders and businesses with physical payment systems.

Mitigation- Use of EMV chip cards, regular checks of payment terminals, and secure storage of physical cards.

Most Harmful Threats
The most harmful threats can vary depending on the context, but generally, ransomware and phishing are particularly damaging due to their potential for widespread disruption and significant financial impact. Credit card fraud and physical data theft are also highly concerning for individuals and businesses alike.

General Mitigation Strategies
Regular Software Updates- Keep your operating system and software up to date to patch vulnerabilities.

Strong Passwords- Use complex passwords and change them regularly.

Backup Data- Regularly back up important data to mitigate the impact of ransomware.

Security Awareness- Educate yourself and your employees about common threats and safe practices.

Use Security Tools- Employ antivirus software, firewalls, and encryption to protect your systems.

By understanding these threats and implementing robust security measures, we can significantly reduce the risk of corruption to our computers and data.
